Ky Nguyén Mgi Cua Cach Ly
T Mang &Pbong B6 DirLiéu -

— Giai phap Seclab SXN: Pha v& gidi han vat Iy, kién tao ha tang O=:|=:
Chuyén doi s6 an toan tuyét doi.
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Phan Tach Vung Mang

Roboto

Ha tang CNTT Idn va trong yéu bat
budc phai chia céat vung 16i bao
mat va giao tiép cong cong dé
chong lai cac cudc tan cong APT
va Zero-day.

Ving Giao Tiép

Ving L6i Bao Mé&t
SRS 00 B Céng Cong

— The IT Transformation
Dilemma; Absolute
Isolation vs.
Real-Time Sync

Controlled
Gateway

Chuyén Poi So

Roboto

Doi hoi luong dir liéu phai xuyén
suét, dong bo thai gian thuc 2
chiéu, ho tro da giao thirc va da
dich vu nhu Call API, REST API.

Call API

Pa Giao Thac




Su That Bai Cua Tuong Lura Phan Mém

TCP SYN Flooding

0S Stack Vulnerabilities

Transport Layer Exploits (L1-L4) Lién Két Dir Liéu

Tuong ltra chi loc gai tin dua trén phan mém. Tin tac co6 thé khai thac céc 10

hong hé diéu hanh an minh trong ludng dir liéu ma hoa dé xuyén thing
hang phong ngu. Ha tang trong yéu can mot ranh gidi vat ly.




Ao Anh Clia Cong Nghé Data Diode

Hardware-Enforced An toan tuyét doi vé mat vat ly
Lna=ivay Hsnspory (nhung chi 1 chiéu).

Photodiode 3 R p : X "
Hoan toan “mu” truoc cac giao thuc

mang hién dai do chi day d liéu tho.

Khong cé tin hiéu phan hoi, khong

LED thé tuong tac truc tiép, bién viéc

dong bo dir liéu thoi gian thuc thanh
mot rao can khong 16.




4 Nuat That Chi Mang Cua Data Diode Trong Van Hanh Thuc Té

A\ | Hiéu Qua Kinh Té

Ton kém khong 16. Bat budc

phai xay dung va duy tri 2 hé %
thong Trung tam Diéu hanh An
ninh (SOC) hoan toan tach biét
do khdng thé giam sat tap trung.

A\ | Hiéu Qua van Hanh

Giam sat va quan ly bi han ché
nghiém trong. Dong b0 2 chiéu

mu quang, rot goi tin khong c0 e,
canh bao, khong thé quan tri

may chu tur xa.
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A\ | Lé Thudc Cong Nghé

Data Diode gidi han giao thurc.
Can truyén giao thirc mai phai
mua thém proxy, gia tang chi
phi, 1é thudc hoan toan vao
nha san xuat ban dau.

A\ | Tuéi Tho Phan Cimng

Tu6i tho thiét bi cuc ngan.
Truyén file lién tuc khién 0
ctrng doc/ghi khong ngurng
nghi, dan dén hong hdc vét ly
nhanh chéng.
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Con Ac Mong "Pong Bd 2 Chiéu" Bang Data Diode

Send Proxy Forward Diode Receive Proxy

Al

‘\‘)_'r" Internal
VA Zone

Dummy ACK generatio Complex Routing

Send Proxy Reverse Diode Receive Proxy

Dé truyén 2 chiéu, t6 chirc phai mua 2 b Diode ngugc nhau, 1ap trinh céc
Proxy gia lap cuc ky phtrc tap, do tré cao va lé thudc 16n vao nha san xuat.




Lua Chon Tién Phong: Seclab Secure Xchange Network (SXN)

Manh mé hon
Tuong Ira.

Théng minh hon
Data Diode.

Giai phap cach ly
mang dién tu
100% tUr Chau Au,
triét tiéu moi rui ro
vé “clra hau”
(backdoor).




Kién Truc Cach Ly Dién Tur (Multi-Node FPGA)

Gate B

Gate A (Trusted Node)

(Untrusted Node)

(Trusted Node)

SXN Core
(Hardware Transport)

3 bo mach FPGA hoat ddng hoan toan doc lap, khong dung chung xung nhip,
khong chia sé bd nhd. Ngan chéan tuyét doi ma doc lay nhiém chéo.



Cot Loi Cong Nghé: Be Gay Giao Thuc (Protocol Breaking)

Phase 1: Phase 2:
Stripping Hardware-Enforced
Transport

Phase 3:
Reconstruction

No surrounding packet
structure remains.

Moi cudc tan cong tang thap déu bi vo hiéu héa hoan toan tai ranh gidi vat ly.
Chi di liéu thé an toan mdi dugc di chuyén.



Tuong Tac 2 Chiéu: An Toan Tuyét P6i, Thoi Gian Thuc

Kiém Soat Hai Chiéu

Trai ngugc voi Data Diode, Seclab SXN cho
phép cau hinh hudng giao tiép chi tiét trén
tumg cong két noi.

Ho Tro Quan Tri Tir Xa

Untrusted Quan trj vién c6 thé thuc hién cdc phién lam
Network viéc tuong tac nhu RDP, SSH, hay truy van

SQL xuyén qua Igp cach ly vat ly.
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Thay Thé USB Thu Cong

- Pam bao hé thong dﬁng bo thai gian thuc

Trusted guu*a vung trong va ngoai. Loai b hoan toan

Network rui ro mang mam bénh tir USB vao phong
mady trong yéu.



Giai Quyét Triét Dé Bai Toan Pong Bo Tép Tin

CACH TIEP CAN CcU GIAlI PHAP SECLAB SXN

Cach tiép can cii (Data Diode): Giai phap Seclab SXN

Céach ti€p can cii (Data Diode): Day file mu quéng, 6 Giai phdp Seclab SXN: Co ché Xac nhan ndi bo qua
cirng doc/ghi lién tuc. Tudi tho ngan, mat Metadata, chip FPGA. Tu dong kiém tra ma Hash (Checksum)
file dé bi l6i do nhiéu mang. gilra 2 Node trudc khi nha file. Pam bao toan ven dir
lieu 100%.




Thong S6 Ky Thuat Pinh Cao Cua Kién Truc SXN
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SFP+ 10Gb

% | 112,800

Bang thong siéu toc cho ha tang CNTT I6n. I . '} Hétrglén dén 12,800 két ngi dong thai.
. .#.-"’ H_ M‘& / l\ ; il B "'!-_H.
o L - = . - & 7/ 2 i R S
TCP/IP & UDP HTTP(S) &FTP =
Tuong thich 100% da giao thic cot 16i. Tich hop hoan hao Idp irng dung. & _EE?
i — - ¥ | kS = — N /

Ho trg xuat sac cac giao tiép ing dung hién dai nhu

Call API va REST API - dieu Data Diode hoan toan bat luc.



J Kién Trac Tich Hop Cho Hé Théng CNTT Quy Mb Lén

Untrusted Zone Secure Xchange Network (SXN) Trusted Zone

Giai quyét bai toan ton kém: Thiét ké cho hé thdng chuyén déi s6 ha tang CNTT 16n,

chi can 1 Trung tdm SOC duy nhat dé giam sat déng b6 ca 2 ving mang.




Jl} Bang So Sanh Toan Dién: Data Diode vs Seclab SXN

Tieu chi Data Diode Seclab SXN

. .| Chiphikhong l6

Hieu Qua | (2S0Cs, mua 2 Diode
Kinh Te cho 2 chiéu, tra phi

cho mai giao thtrc).

T6i wu chi phi
(1 SOC, 1 thiét bj tich hgp
2 chiéu, da giao thirc
khong phat sinh phi).

: . Pong bé mu quang,
Hieu Qua | khang ho trg API, phan

Van Hanh | cing nhanh hong do
g truyén file bang HDD.

.2z | Chilchieuvatly,gisi  —PH— Cach ly vat ly dién t,
Hieu Qua T e o bé gy giao thic,
i . | hangiao thuc, khong = L
Cong Nghé | thg [am sach ndi dung. |2 d.?:mgﬂt:g 2 chieu tho

‘ ‘ gian thuc.

Bao cao trang thai
thoi gian thuc (ACK),
ho tro APl hoan hao,
linh kién FPGA bén bi.




Bao Chirng Chat Luong &
Tuan Thu Khat Khe Nhat

=

2 sNREL

NATIONAL RENEWAEBLE ENERGY LABORATORY

Chu quyén cong nghé Chau Au Pap irng hoan hao Luat An ninh
100%: Hoan toan khdng chura mang Quédc gia, chi thi NIS2 va ha
Backdoor, mién nhiém vdi cac dao tang bao vé trong yéu.

ludt can thiép dir liéu quoc té.
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Tuong Lai Caa An Ninh Ha Tang Chuyén DPoi So

- Bao Mat Cua Air-Gap

W Nganchén vat ly moi nod luc tan
cong tang mang.

& Linh Hoat Cua Pam Ma
Hb trg 12,800 k&t néi, 10Gb SFP+

chuan REST va Call API.

y
Toi Uu Van Hanh
Hop nhat SOC, loai bd chi phi giao

thire, dam bao tinh lién tuc.

Seclab SXN khong chi la thiét bi bao mat. N6 la nén tang dé chuyén doi s6 ha tang CNTT quy mo |dn moét cach an toan nhat.



