BAO CAO CHIEN LUGC BAO MAT HA TANG TRONG YEU

AO ANH CUA DATA DIODE &
XU HUGNG CONG NGHE TUONG LA

Giai phap Céch ly Dién tu (Electronic Isolation)
trong bao vé Ha tang Thong tin Trong yéu Qudc gia.
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Thiét hai do toi pham
mang toan cau (2023).
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( Cac ha tang nay la xuong song cua qudc gia. Mot lo hong nho c6 thé dan dén tham hoa an ninh va kinh teé. ]
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KET NOI BE PHAT TRIEN CACH LY PE SINH TON

NGHICH LY HOC BUA:
LAM THE NAO DE VUA CACH
LY HE THONG TUYET DO,
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Yéu cau chuyén doi so: Dir liéu xuyén suot, | Yéu cau an ninh: Ngan chan APT,
dong bo thai gian thuc, da giao thirc. ransomware, bao vé vung loi tuyét doi.
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goc

Gai tin goc VUing an toan

Ke tan cong de dang khai thac loi TCP/IP stack (Ripple20, IPnet) hoac
Zero-day dé xuyeén thung hé thong ma khong can pha vo quy tac loc.
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RAO CAN CUA AIR GAP: AN TOAN NHUNG cO POC
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Té liét chuyén déi sé.
Tao ra cac "hon dao dir

liéu”, khéng thé dong bd

thai gian thuc.

L

Chi phi van hanh thu
cong khong 16.

Nguy co lay nhiém chéo chi mang qua thiét bi
ngoai vi (USB) — Con dudng kinh dién clia m3
doc Stuxnet pha huy hé thong hat nhan.
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DATA DIODE RA DOI: KY VONG VE TIEU CHUAN VANG
Giai phap thay thé Air Gap dua trén nguyén ly vat ly mot chiéu:
Chi cho phép di liéu di vao (hoac ra) qua cap quang.

Transmitter LED Receiver Photodiode
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—— Tuy nhién, I8p vo boc hoan
- hao nay dang che giau mét
"ao anh" chét ngugi...
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BAN CHAT AO ANH: “MU” TRUGC GIAO THUC HIEN PAI
Cac giao thurc cot 16i (TCP/IP) bat budc phai coé co ché phan hoi hai chiéu (goi tin ACK).
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- > timeout/frozen

Data Diode

" Data Diode chan cing chiéu nguoc lai. Hau qua: Pay file 'mu quang, rét goi
tin khong canh bao, té liét hoan toan cac irng dung hién dai. |
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4 NUT THAT CHi MANG CUA DATA DIODE

1. Hiéu qua kinh té 2. Van hanh toi té

cuc thap gnils: '

Bt bUC'!C duy tr 2 hé Kthg ho tro Call API,

thong SOC biét lap. Sl LA

Chi phi ban quyén dat TULCET R I
chu tu xa.

do cho tirng giao thirc.

4. Tuoi tho phan ciing
ngan

Co ché day file mu quang
ép may chu ghi/doc lién
tuc lén 6 cing, gay hong
hoc vat ly nhanh chong.

3. Le thuoc cong nghe

Lé thudc hoan toan vao
cac Proxy chuyén doi

giao thirc dat do cua hang
san xuat.
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CON AC MONG: PONG BO 2 CHIEU BANG ‘PAIRED DIODES”

Pé truyén 2 chiéu, t6 chirc phai ghép d6i nguoc chiéu va dung vo so
Proxy chay HDH thong dung (Linux/Windows) dé gia lap tin hiéu ACK.

)| Sy O >
A@@ @T’ AR s @

X S ¥\ S
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Receive Proxy Data Diode 2 Send Proxy

Lo héng HPH cua Proxy mo ra bé mat tan cong khong 16.
Y nghia “cach ly vat ly” ban dau hoan toan bi pha hong.
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SECUREXCHANGE
: 4/ NETWORK (SXN) \\

SU DICH CHUYEN MO HINH: CACH LY DIEN Tu'\\\

‘// San sang tuang thich tuyét doi véi TCP/IP nhung KHONG duy tri két ndi mang truc tiép. \\

/
| -_f_ ——
h —

X6a bo ao anh vét ly tho so. Tuong lai thudce vé kién tric bé gay khong gian mang bang phan ctimg vi mach tinh vi.
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TRU COT 1: BE GAY GIAO THUC TRIET DE (PROTOCOL BREAKING)
Huy bo 100% vo giao thirc goc (L1-L4) noi an nau cua 99% ma doc.

Gate A - Stripping Hardware Transport Gate B - Reconstruction

|
Payload L5-L7 Lop vo L1-L4 mai

Triét tieu hoan toan nguy co tir TCP SYN Flooding va cac lo hong IPnet.
Khong mat gai tin goc nao co thé xuyén qua ranh gidi.
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TRU COT 2: KIEN TRUC TUONG CHAN KEP (DUAL-BARRIER)

3 bo mach FPGA hoat dong hoan toan doc lap, khong chia sé bd nhé, khong dung chung xung nhip.

[GATE B]

Xung nhip
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Ké ca khi Gate A bij chiém quyén kiém soat hoan toan,
cudc tan cong bi chan dirng tuyét doi tai vi mach CORE vat ly.
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TRU COT 3: LOI VI MACH “ZERO OS / ZERO RUNTIME”

Trai tim hé théng duoc Iap trinh cing (Burnt FPGA) - khéng c6 mdi trudng thyc thi lénh.

NO Routing Table
(Khong bang dinh tuyén)

NO Operating System
(Khong Hé diéu hanh)

NO Software Execution
(Khong thuc thi phan mém)

Mien nhiem 100% truéc moi 1o hong Zero-day,
ma doc cap hé thong, va loi tran bo dém (buffer overflow).




SUC MANH VAN HANH THOI GIAN THUC

Hiéu nang phan cirng dinh cao, dap ing ha tang quy mo Ién. Tuong thich hoan hao
cac giao thure OT/IT hién dai ma khong can Proxy.
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SO SANH POI SANH KY THUAT TRUC QUAN

| Tiéu chi FIREWALL DATA DIODE SECLAB SXN

Bao mat Loc phan mém @® 1chiéu vatly ® Cichlydiéntu2ldp

OS tai loi C6 0S Proxy c6 OS ® ZERO OS

Truyén 2 chiéu Nguy cd cao Mu / Loi proxy ® Hoan hao & An toan

Xt ly goi tin Gilt nguyén Pay mu UDP ® Bé gay & Tai tao FPGA

Do tre ® Thap Rat cao @® Cucthap <1ms
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BAI TOAN KINH TE & TOI UU HOA HA TANG

<

{ Before - Data Diode } D 4 After - Seclab SXN \
Electronic
Isolation @

Zone 1 (OT/IT)
Centralized SOC

NG
SOC 1 SOC 2 Isolation (Critical Assets)

Electronic Zone 2
y S /

e Toi uu SOC: Hop nhat hé thong giam sat an ninh vé 1 SOC duy nhat, loai bo chi phi duy tri

".‘

cac ‘hon dao’ bao mat. Zero-Maintenance.

e Bao vé hé thong di san (Legacy): Chot chan cling bao vé tuyét doi cac hé thong
SCADA/PLC doi cii chua va 16i, khong can cai dat agent.
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BAO CHUNG BOI CAC TIEU CHUAN KHAT KHE NHAT THE GIO|
Pat chirng chi ANSSI CSPN hiém hoi cho ca phan cirng & firmware.
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KIEN TAO HA TANG CHUYEN DOI SO AN TOAN TUYET POI

“Su dung Data Diode cho ha tang
hién dai giong nhu xay con dudng
dat moét chiéu gilta cac siéu do thi
thong minh.”

LS

(Data Diode) . -

Cach ly dién tur (Seclab SXN) la cau tra Ioi cua tuong lai: Pha vo gigi han vat ly,

can bang hoan hao giira an ninh tuyét doi va van hanh thoi gian thuc.



